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So Challenged that it has Successfully Defied the Law of Bureaucracy



The Costs of Not Getting it Right



https://hbr.org/2021/05/ransomware-attacks-are-spiking-is-your-company-prepared
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Florida’s First Cybersecurity Operations Center

Developing Security Capabilities from the Ground Up

Three Predominant Program Designs:

1. Single-Stack: procuring a standalone solution to operationalize all capabilities which eliminates
dependence on third party integrations but limits product options.

2. Systems Integrator: procuring a single vendor to run the initiative and outsource all technology
decision making to that vendor to determine design, architecture, and product roadmap (i.e.,
Deloitte, Accenture, KPMG, etc.).

3. Multi-Vendor Integrated Marketplace: a modular approach that supports numerous vendors and
integrates multiple solutions.

FL[DS] selected #3 as the design for the CSOC for the following reasons:

e Establish a single point of ingestion, translation, and access for cybersecurity data.

e Avoid single vendor dependence.

e Provide access to the best solutions for each function.

e Avoid requiring agencies to adopt a single technology stack for all necessary functions.
e Preventing agencies from having to rip and replace certain solutions already deployed.



Ending the Siloed Approach to Security

FL[DS] began by focusing on two very real threats to the enterprise:
1. Zero state agencies were sharing security data or collaborating in real time on cybersecurity.
2. Unsupported and unsecured versions of Microsoft Office were being used prominently across
state government.

FL[DS] offered to fund solutions to all state agencies. Initially, 21 of 36 state agencies opted to

participate:

e FL[DS]funded cloud-based Microsoft Office Suite, including cloud-based email.

e Third-party, private sector implementation services, included at no additional cost to the taxpayer.

e Microsoftincluded engineering support post-implementation at no additional cost to the taxpayer.

* FL[DS] generated significant savings by purchasing as an enterprise which saved 25% ($4M) above
and beyond state term contract.

FL[DS] has committed to provide these solutions to 7 additional enterprise entities which have opted in.



Florida’s First CSOC

Launching the Core Functionalities

Building upon the focus on eliminating unsupported and unsecure productivity software,
FL[DS] deployed the core functionalities of a Cybersecurity Operations Center including:

Asset Discovery to identify and inventory enterprise technology resources:

e Agent-based solution focused on infrastructure and supported with Managed SOC Services.
e Agentless solution focused on network traffic and supported with managed services.
* Internet-facing attack surface discovery.

 Endpoint Detection and Response to provide comprehensive and complimentary enterprise support.

« Managed SOC Solution and Services software which integrates all other incorporated solutions and supported by
24/7/365 Managed Security Services.

 Content Delivery Network to manage and secure enterprise web assets, both .com and .gov.

e Training Cyber range infrastructure and curriculum to support cybersecurity training and skill development.

 Licensure and Credential Access FL[DS] proof of concept to explore workstation licensure and credential
management to ensure efficient offboarding of employees.
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Questions?
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