
Cybersecurity Risk 
Management

City of Ormond Beach



Managing a 
Breach





Superion Click2Gov Incident

Sept 22, 2017
• 1st report by 

online utility 
billing customer 
of potential 
credit card 
fraud

• On-premise 
software

First 
Reported

Oct 4, 2017

System 
Disabled

January, 2018

• City implements 
new online 
utility billing 
system 

• Cloud-based 
solution, 
CentralSquare

Migrated to 
new vendor

Sept – Oct 2017
• Internal 

investigation, 
no evidence of 
breach found

• Vendor notified

Investigation 
and Vendor 
Notification

Oct 11, 2017
• 175 utility billing 

customers with 
fraudulent activity 
reported to City by 
Chase Bank 

• City issues press 
release and 
notifies customers 
directly

• Police Dept 
notified

Notify 
Customers 

and PD
• 16 additional 

customer reports;
• City disables 

online billing 
system

• Vendor notified 
• Additional 

investigation, no 
evidence of 
breach found



Incident 
Response



Additional Best Practices

Assess Incident

Communication

Gather Information

• Immediately initiate internal investigation of 
potential breach and determine scope

• Internal Team: City Manager, IT, Finance, Police, 
Vendors

• External Team: local cities, state and federal 
agencies

• Customers
• Include action steps

• Elected Officials
• Media
• Vendors 

Assess Incident

Communication

Gather Information

• Consider breach in absence of direct evidence
• Reduce time between report and remedial action

• Public Information Officer: data mining and 
monitoring

• Customers
• Early and often to increase transparency

• Staff
• Training opportunity

• Media
• Include social media

• Cybersecurity insurance carrier

2017 Incident Response 



Prioritizing 
Cybersecurity



Why Prioritize: 
Governments are Primary Targets

44%
of global ransomware 
attacks in 2020 targeted 
municipalities

Vulnerabilities:
• Inadequate IT security expenditures 

• Equipment 
• Staff training

• Internal processes make it difficult to 
keep pace with digital evolution

• Entrenched legacy infrastructure
• Updates and patches out of date
• Financial rewards*

Bad actors exploit 
disruption caused by 
pandemic:
• Demand for governments 

to quickly adapt
• New remote work 

environment
• Expectation of online 

access to services

New legislation 
• Requires best practices
• Must close gaps



How to Prioritize:
Mitigating Risk

• Implement least privilege 
• Segmentation of information
• Multi-factor authentication
• Develop incident response plan

Policies and Procedures

• Invest in up to date hardware and 
software

• Perform regular updates 
• Patch management
• Cloud-based platforms
• Data back up solutions

Infrastructure Security

• Invest in knowledgeable IT staff
• Support IT education and training
• Separate cybersecurity officer
• Frequent user awareness training

Staffing

• Utilize consultants that specialize in 
high risk areas

• Shift liability to vendors
• 3rd party risk questionnaires
• Develop relationships before a crisis

3rd Party Experts

Establishing 
Cyber-Aware 

Culture



SECURITY CONVENIENCE

INVESTMENT BUDGETING

TRAINING TIME PRODUCTIVITY

TRANSPARENCY IMAGE



THANK YOU
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